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KINDS OF THREATS
Wag &l

~ INTERCEPTION
AN UNAUTHORIZED PARTY (HUMAN OR NOT) GAINS ACCESS TO AN ASSET

INTERRUPTION
AN ASSET BECOMES LOST, UNAVAILABLE, OR UNUSABLE

MODIFICATION
AN UNAUTHORIZED PARTY CHANGES THE STATE OF AN ASSET

FABRICATION
AN UNAUTHORIZED PARTY COUNTERFEITS AN ASSET
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. — METHODS OF DEFENSE
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FIVE BASIC APPROACHES TO oo 31 EBS (ol g (wlwl 039y T8
—' DEFENSE OF COMPUTING SYSTEMS ~
PREVENT ATTACK gﬂ)"’)ﬁ.
BLOCK ATTACK / CLOSE oo 31 &yt
VULNERABILITY . i
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DETER ATTACK SN < ; 3
MAKE ATTACK HARDER o> iy 40 T ,1050
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DEFLECT ATTACK N/
MAKE ANOTHER TARGET MORE il
ATTRACTIVE THAN THIS TARGET oo (48 5 O yxi0
DETECT ATTACK GJ‘“ Sud }' Sy ‘.-’M’. KT 0""’ )'J§
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RECOVER FROM ATTACK 9 | }VM b u? )é
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PREVIOUS DEFENSE STRATEGY
S by EBS o) 43 (513 O gl

O Blocked known attack patterns O S gihun ook 4>l o> sla gt U

O Blocked known infiltration methods 0ok dguhumo ok AL 390 b gy U -
O Used best tools available in 1998 o o3liiw! 1A Jlw 49 &5 2l 41 9 (9 i T
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Actions \ - ___Collection™
cdo—cd gs clolusd 5 ’ Jiis 45 goo0

yl Cyber
_ Terrorists
El‘;alféif ‘ R T
Sl
M Se

Malicious / S ' Friendly
Code ' | % Forces
o 0 Glaus = S &0 sy
. 1o

o






gitDefence

Cyber Security Made Simple.

digitdefence.com



HOW MUCH SECURITY IS ENOUGH?
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ATTACKERS
oloalgo

ATTACKERS NEED MOM

METHOD
SKILL, KNOWLEDGE, TOOLS, ETC. WITH WHICH TO
PULL OFF AN ATTACK

OPPORTUNITY
TIME AND ACCESS TO ACCOMPLISH AN ATTACK

MOTIVE
REASON TO PERFORM AN ATTACK
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BASIC COMPONENTS OF SECURITY:
CONFIDENTIALITY, INTEGRITY, AVAILABILITY (CIA)

ool (wla! s 4 go
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CONFIDENTIALITY: WHO IS AUTHORIZED TO USE DATA?

INTEGRITY: IS DATA ,,GOOD?”
AVAILABILITY: CAN ACCESS DATA WHENEVER NEED IT?

CIA or CIAAAN... © S = Securs
(other security components added to CIA)
Authentication <998 5> U N
Authorization N’
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Non-repudiation 33’“
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J o/ - Gty b B go 15358 315 9,90 cild b1 33 4 039 g8
B Computer-related production, distribution or . s a . 7
S (SO T sl a5 Gb1, L W bost
20 possession of child pornography A o i ;0 ks J
4 4%
10% ¥ .
Computer-related acts causing personal harm
2% e - &1y b B3 & 15365 3998 ) Canlg 3
Computer-related solicitation or ‘grooming’ of ) X
children L1y L b o 50 i 2
18% B Computer-related identity offences
L 0318 31 CHls> Ol b o gad m 3> AR
19% Breach of privacy or data protection measures
o 395 i 52 31 Salea 59 L1 b bad yo Olotudt
B Computer-related acts in support of terrorism
ofwnces S 415 Jaor g 5510 S
§ Computer-related fraud and forgery
by » Jas b Jlu
Sending or controlling sending of SPAM
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Computer-related copyright and trademark offences @ By ‘Qb’ iy il gt oo
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Production, distribution or possession of computer bt ittt 9’&5“) Rt slastin b SisiE
misuse tools
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lllegal access, interception or acquisition of computer S Sy Ol s 25Dy (S9b pé
23% data
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Illegal access to a computer system ST QUL s 4 (990 g1 (o g
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The percentage of extortion cases by industry observed in incident response engagements
in 2022.
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TOTAL AMOUNT REPORTED
TO HAVE BEEN CHEATED

$79.4 MILLION
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TO HAVE BEEN CHEATED
S4.6 MILLION
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TOTAL AMOUNT REPORTED TOTAL AMOUNT REPORTED
TO HAVE BEEN CHEATED TO HAVE BEEN CHEATED

S$7.3 MILLION $12.6 MILLION
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TOTAL AMOUNT REPORTED TOTAL AMOUNT REPORTED
TO HAVE BEEN CHEATED TO HAVE BEEN CHEATED

S25.9 MILLION $2.7 MILLION
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TOTAL AMOUNT REPORTED
TO HAVE BEEN CHEATED

S$7.4 MILLION
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TO HAVE BEEN CHEATED
$42.8 MILLION

Top 10 scams of concern in Singapore according to the Singapore Police Force.
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Visual representation of how the UK's Police CyberAlarm works.
Image source: https://cyberalarm.police.uk/police-cyber-alarm/how-it-works/






